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Cloud Security
Services

Enhance the security posture of your cloud
infrastructure and platforms

Secure your cloud from advanced threats and
exploits

Key benefits

Cloud infrastructure and platforms play an important role in accelerating the digital
transformation of acompany's business processes and user experiences. Securing
the workloads that enable those processes and experiences is equally important
and is the joint responsibility of both the cloud service provider and the business that

Avoid cloud misconfigurations
in Azure, AWS, GCP and 0365

. . that could be exploited by
is consuming the cloud resources. )
adversaries
Adversaries are looking to take advantage of those that lack the awareness of their
responsibility, and they seek to exploit any ineffective cloud security settings and Identify current and past
take advantage of common misconfigurations like: adversary activity within your
cloud environment
I | Improper public access configured and exposed access keys
Test cloud defenses
I | Excessive account permissions and ineffective identity architecture with offensive and defensive
tests of your cloud infrastructure
I | Disabled logging, missing alerts and inadequate network segmentation and platforms
I I Public snapshots and images, and open databases and caches Stop cloud breaches
and recover your cloud
CrowdStrike Cloud Security Services helps you prepare for advanced attacks environment with speed and
onyour cloud resources, respond to breaches in your cloud environment precision

and enhance the security posture of your cloud infrastructure and platforms.
These services bring deep cloud security expertise that comes from building
and securing the cloud-native CrowdStrike Falcon® platform, combined with
the extensive threat intelligence that CrowdStrike incident responders rely on
to understand the latest tactics, techniques and procedures (T TPs) used by
adversaries to exploit cloud environments.
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Key service features

As a leading provider of endpoint and cloud workload protection technology, CrowdStrike

delivers a full range of cloud security services to help you stop a breach in your cloud environment,

enhance the security posture of your cloud infrastructure and platforms, and prepare for an
advanced attack on your cloud.

Respond to a breach in your cloud environment

I | Incident Response for Cloud: Respond to a cloud security breach with speed and precision.

Enhance the security posture of your cloud platforms

I | Cloud Security Assessment: [dentify cloud security misconfigurations and deviations from
cloud security best practices.

I | Cloud Compromise Assessment: Uncover potentially malicious threat activity in your cloud
environment and platforms.

Prepare for an advanced attack on your cloud resources

I | Red Team/Blue Team Exercise for Cloud: Prepare your cybersecurity team and learn from
experts as CrowdStrike’'s red team attacks and its blue team helps your team defend against a
targeted attack on your cloud environment.

Operationalize your CrowdStrike Falcon cloud security solutions

I | Falcon Operational Support for Cloud Security: Accelerate the deployment of your
CrowdStrike Falcon Cloud Security solutions.

About CrowdStrike Services

CrowdStrike Services delivers Incident Response, Advisory Services, Technical
Assessments, Product Support and Training that help you prepare to defend against
advanced threats, respond to widespread attacks, enhance your cybersecurity
practices and controls and operationalize your technology platform.

We help our customers assess and enhance their cybersecurity posture, implement
technologies, test defenses against real-world attacks, respond to incidents,
accelerate forensic investigations, and recover from a breach with speed and precision.
Harnessing the power of the CrowdStrike® Security Cloud and the CrowdStrike
Falcon® platform, we help you protect critical areas of enterprise risk and hunt for
threats using adversary-focused cyber threat intelligence to identify, track and prevent
attacks fromimpacting your business and brand.

CrowdStrike:

We stop breaches.

Why choose
CrowdStrike?

CrowdStrike Security Cloud:
CrowdStrike has built its business
around its secure cloud-native Falcon
platform. Cloud security is critical

for the company, as CrowdStrike
Falconis one of the largest-scale
cloud-native security platforms, with
petabytes of security telemetry data,
and ingesting trillions of security
events per day.

Deep cloud security
expertise: CrowdStrike has more
than a decade of experience securing
the cloud-native Falcon platform. This
platform enables the CrowdStrike
mission of stopping breaches by
ultimately securing the endpoints and
cloud workloads for thousands of
customers across the globe.

Comprehensive indicators
of misconfiguration: The
CrowdStrike Falcon® Horizon module
uses indicators of misconfiguration
(IOMs) to detect high-risk cloud
security settings within dynamic
cloud environments before they
can be exploited by adversaries.

Extensive cloud threat
intelligence: CrowdStrike
incident respondersrely on the
extensive threat intelligence in

the Falcon platform for detailed
knowledge of threat actors and the
tradecraft they use to exploit cloud
environments.
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